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Introduction

Generative Al applications, such as ChatGPT, have revolutionized the way we work and interact with
technology. These applications offer incredible potential for enhancing work efficiency and productivity.
However, along with these benefits, they also introduce new risks and vulnerabilities that can compromise
sensitive data and expose organizations to external threats. Therefore, organizations must address these
challenges and prioritize data confidentiality, integrity, and security.

This eBook aims to provide insights and best practices for ensuring data security when utilizing generative Al
applications like ChatGPT. We will explore potential risks associated with sensitive data exposure,
Governance, Regulatory, and Compliance concerns, and end with key steps and strategies that organizations
can implement to safeguard their data effectively.

Risks of Sensitive Data Exposure

The main data security concern when using ChatGPT and other generative Al applications centers around
unauthorized exposure of sensitive data also known as “data leakage.” If you share sensitive data with a
generative Al application, there is a risk that the data could be leaked. The OpenAl user guide warns users
against this behavior: "We are not able to delete specific prompts from your history. Please don't share any
sensitive information in your conversations." It says the system uses all questions and text submitted to it as
training data.

Let us examine some of the various scenarios in which sensitive data may be exposed to cloud-based Al
applications like ChatGPT. Understanding these risks is essential for organizations to comprehend the
potential vulnerabilities they face. Examples of sensitive data exposure include:

e Uploading Proprietary Source Code: Software developers might upload proprietary source code to
generative Al applications for debugging, code completion, or performance improvements.
However, this practice poses a risk to intellectual property, potentially leading to unauthorized
access or intellectual property theft. This exact scenario did occur
(www.pcmag.com/news/samsung-software-engineers-busted-for-pasting-proprietary-code-into-
chatggt), when Samsung software engineers, looking to leverage Al to debug their work, pasted
proprietary code into ChatGPT.

e Uploading Confidential Company Documents: Files containing confidential company documents,
such as new product roadmaps, legal documents, and pre-release announcements, might be
uploaded to generative Al applications for grammar and writing checks. Negligence in handling
these documents risks potential data leaks and compromises the organization's competitive
advantage.

e Entering Confidential Health Information: Generative Al applications may require the input of
confidential health information, including personalized treatment plans and medical imaging data.
This data, if mishandled, can compromise patient privacy and lead to legal and ethical
repercussions.

e Fraudulent Content and Misinformation: Generative Al applications can be used to create
fraudulent content, such as fake news articles or social media posts. Additionally, generative Al
applications can be used to spread misinformation, such as false claims about partners,
competitors, or products. Employees engaging in this type of activity can open additional risks to a
business.




Governance, Risk, and Compliance (GRC) Concerns

The integration of ChatGPT and generative Al applications offers exciting possibilities, but it also brings
significant GRC concerns related to data security, privacy, and compliance. By proactively addressing these
challenges and implementing appropriate mitigation strategies, organizations can harness the potential of
generative Al while upholding data integrity, privacy, and regulatory compliance.

e Data Privacy and Confidentiality: ChatGPT and generative Al applications process vast amounts of
text data, including sensitive and confidential information. The risk of data breaches or
unauthorized access to this data poses significant privacy concerns. Adhering to data protection
regulations, such as the General Data Protection Regulation (GDPR) or the Health Insurance
Portability and Accountability Act (HIPAA), is crucial to safeguarding user information.

e Data Retention and Deletion: As generative Al systems accumulate substantial data during
interactions, the issue of data retention arises. Organizations must establish clear policies on data
retention periods and ensure proper data deletion mechanisms to avoid unnecessary data exposure
and reduce the risk of potential data leaks.

e Accuracy and Bias: ChatGPT and generative Al applications learn from vast datasets, which might
include biased or inaccurate information. Left unaddressed, this can lead to biased and misleading
responses, potentially damaging the credibility of the organization, and violating ethical principles.

e Regulatory Compliance: Using ChatGPT and generative Al in certain industries or contexts may
necessitate adherence to specific regulations. Failure to comply with industry-specific rules could
lead to legal consequences, financial penalties, and reputational damage.

e Third-party Data Handling: When using external Al services or SaaS-based applications for
generative Al, organizations must evaluate the data handling practices of these providers. Ensure
they comply with data protection standards and maintain strict confidentiality.

Key Steps for Data Security

To safeguard sensitive data when utilizing generative Al applications, organizations must adopt robust
countermeasures that incorporate Data Loss Prevention (DLP) elements. The following are key steps that
organizations should consider:

Monitoring and Risk Management

Implementing monitoring mechanisms and conducting risk assessments are crucial for tracking and
mitigating risks associated with risky Saa$S applications and instances. Here are additional details on
how to implement this step effectively:

o Establish a centralized monitoring system: Implement a monitoring system that can track
activities and behaviors related to the use of generative Al applications. This system should
provide real-time alerts and notifications for any suspicious or unauthorized access attempts,
data transfers, or unusual patterns of behavior. This can help businesses track who has
accessed sensitive data and what they have done with it.

o Conduct regular risk assessments: Perform comprehensive risk assessments to identify
vulnerabilities and potential threats associated with the use of generative Al applications.
Assess the potential impact of these risks on sensitive data and prioritize them based on their
severity. Consider factors such as data sensitivity, regulatory compliance, and the potential
consequences of a breach.



o Utilize threat intelligence: Stay updated on the latest threat intelligence relevant to generative
Al applications and incorporate this knowledge into risk assessments. Subscribe to security
information-sharing platforms, collaborate with industry peers, and consult cybersecurity
experts to gather insights and intelligence on emerging threats and vulnerabilities.

Data Minimization and Access Controls

Minimizing the exposure of sensitive data and enforcing stringent access controls are vital steps in
data security. Here are additional details on implementing these measures:

o Adopt data minimization strategies: Develop policies and guidelines that emphasize the
principle of data minimization. Encourage employees to collect and store the minimum amount
of data necessary to achieve the objectives of generative Al applications. Implement technical
measures, such as limiting the fields and types of data collected, to enforce data minimization.

o Implement role-based access controls (RBAC): Utilize robust access control mechanisms to
restrict interaction with Al models and associated data. By implementing strict access controls,
organizations ensure that only authorized individuals can access and utilize sensitive data.
Assign specific roles and permissions based on job functions and responsibilities, granting
access rights on a need-to-know basis. Regularly review and update access privileges to
maintain the principle of least privilege.

o Implement privileged access management (PAM): Use PAM solutions to manage and control
privileged access to sensitive data and generative Al applications. Monitor and audit privileged
user activities, enforce strong password policies, and implement session recording and isolation
to prevent misuse or unauthorized elevation of privileges.

o Implement Virtual Desktop Infrastructure (VDI): Virtual Desktops are a highly effective
strategy to enforce data security when using ChatGPT and generative Al applications. By
adopting VDI, organizations can enforce strict access controls to centralize data and application
management, reducing the risk of sensitive data being stored or processed on individual
devices. VDI allows the deployment of virtualized desktop environments, enabling secure
access to ChatGPT and generative Al applications through authorized user accounts. This
ensures that the application instance and associated data remain within the protected data
center or cloud environment, rather than being stored locally on potentially vulnerable
endpoints. Additionally, VDI allows for real-time monitoring and control of user activities,
enhancing visibility into potential security incidents and enabling prompt responses to any
suspicious behavior. Implementing VDI, along with other security measures like multi-factor
authentication, encryption, and strict access controls, fortifies data security and minimizes the
risk of unauthorized access to sensitive information, ensuring a more robust defense against
potential threats associated with Al applications.

Encryption and Data Loss Prevention

Applying strong encryption techniques and implementing Data Loss Prevention (DLP) solutions are
essential for protecting sensitive data, especially in ChatGPT and Al applications. Here are additional
details on how to implement these measures:

o Implement encryption for data at rest and in transit: Apply encryption mechanisms, such as
Transport Layer Security (TLS), when transmitting sensitive data between different systems or
when communicating with generative Al applications over networks. Implement encryption for
the most confidential corporate data, both at rest and in transit. By encrypting data, even if it is
exposed, it remains unreadable without the decryption key, providing an additional layer of



protection against unauthorized access. Encryption secures the data during transmission,
preventing unauthorized interception and tampering.
Deploy Data Loss Prevention (DLP) solutions: Implement DLP solutions to monitor and prevent
accidental data loss or theft. These solutions can detect and block the transmission of sensitive
data through various channels. Configure DLP policies to detect specific patterns or types of
sensitive data and enforce appropriate actions, such as alerting administrators or blocking the
transmission. To safeguard data from being leaked to these services, three types of DLP
policies/rules should be considered:

e Clipboard Protection: Monitor or block the use of the clipboard to copy sensitive

data.

e  Web Protection: Monitor data being posted to websites.

e Application Control: Monitor or block user access to websites.
Implement Browser-Based Data Loss Prevention (DLP) solutions: When employees paste or
type text into ChatGPT, generative Al, or other SaaS-based applications, these activities may fall
outside the governance of the organization's current data protection tools and policies. While
Data Loss Prevention (DLP) is an essential component of data security for a business, it is
important to note that the traditional file-oriented policies in DLP solutions may not fully cater
to ChatGPT's data protection requirements, as it operates primarily on text without involving
any files. This may create a gap in the governance and control capabilities of some existing DLP
products. To bridge this gap, certain vendors have introduced DLP solutions in the form of
browser-based extensions. These extensions enable organizations to manage data policies at
the browser level and effectively restrict the copying and pasting of sensitive data into
ChatGPT, generative Al, and other SaaS-based applications.
Regularly update encryption algorithms and protocols: Stay informed about the latest
encryption standards and algorithms and ensure that your encryption mechanisms align with
current best practices. Regularly update and patch encryption libraries, protocols, and software
to address any vulnerabilities or weaknesses that may be discovered.

User Awareness and Training

Educating employees about the risks associated with Al-based SaaS applications and providing
training on best practices for securely handling sensitive data is essential and will be one of the
most effective ways a business can reduce its risk exposure. Human error is the biggest source of
vulnerability concerning cybersecurity and data leakage. Employees should not only be made aware
of their role in protecting business data but should also understand the impact and potential
repercussions if data is not handled properly. Here are additional details on implementing this step
effectively:

Develop comprehensive training programs: Design training programs that cover the risks and
challenges associated with generative Al applications, including data security and privacy
considerations. Provide employees with practical guidance on how to handle sensitive data,
recognize potential threats, and report security incidents. Regularly update the training
materials to address new risks and emerging trends.

Foster a culture of data protection: Promote a culture of data protection and responsible usage
across the organization. Emphasize the importance of data security and privacy as a shared
responsibility among all staff members. Encourage employees to actively report security
concerns, provide feedback on security practices, and participate in ongoing awareness
campaigns.

Establish incident reporting mechanisms: Set up a clear process for employees to report
security incidents or potential vulnerabilities related to generative Al applications. Ensure that



reporting channels are easily accessible and that employees feel confident in reporting
incidents without fear of retribution. Promptly investigate and address reported incidents to
foster trust in the reporting process.

o Incorporate ChatGPT and Al into your Employee Acceptable Use Policy: Establish clear policies
on data handling and usage within the organization, ensuring employees are well-informed and
understand the significance of data security. A robust data usage policy helps in setting
expectations and promoting responsible data handling practices.

Additional Practices for Securing Data in the Context of Generative Al Applications
The following are additional best practices for securing data within the context of generative Al applications:

e Local Deployment Whenever feasible, deploy Al models on your organization's local machines to
avoid data leaving the company network and minimize the risk of data leakage. This ensures greater
control and reduces exposure to external threats.

e Data Anonymization Give priority to anonymizing or pseudonymizing sensitive data before utilizing
it in Al models. Replace identifiable data with artificial identifiers to render leaked data useless
without the original identifiers, protecting individual privacy.

e Audit Trails Maintain detailed audit logs of all data handling and Al model operations to identify
suspicious activities and facilitate future investigations. Audit trails provide visibility into data access
and usage, enabling organizations to detect and respond to potential breaches or misuse.

e Data Minimization Train employees to adhere to the principle of using the minimum amount of
data necessary for the effective functioning of Al models. By minimizing the data used,
organizations reduce the potential impact of a breach and limit exposure.

e Regular Updates and Patches Stay vigilant in keeping local software up to date with the latest
patches and updates to protect against known vulnerabilities. Regular updates ensure that security
measures remain effective and mitigate the risks associated with outdated software.

e Vendor Due Diligence, Third-party Audits, and Certifications Choose Al services from
vendors/providers who have undergone rigorous third-party audits and possess certifications such
as ISO 27001, SOC 2, and GDPR compliance. Thoroughly assess the security measures and
compliance practices of third-party Al providers before engaging their services. Third-party audits
ensure the provider's commitment to data security.

e Constant Review Continuously reviews the current usage policies and terms of service of any Al tool
to understand how they handle data sent via the APl to enhance their models. Regular review
ensures alignment with best practices and helps organizations stay informed about any changes or
updates.

Conclusion

Leveraging generative Al applications such as ChatGPT offers numerous benefits for businesses. However,
organizations must prioritize data privacy and security to mitigate associated risks effectively. By
implementing the key steps and best practices outlined in this eBook, organizations can enhance their data
security posture when utilizing generative Al applications, safeguard sensitive data, and protect themselves
from potential breaches and data leaks.

Remember, data security is an ongoing process that requires continuous evaluation and adaptation to
evolving threats. By staying informed and adopting proactive measures, organizations can maintain a secure
environment for their data and ensure the confidentiality, integrity, and availability of their sensitive
information.
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